Two Factor Authentication Process

In continuation of offering advanced services to customers and to mitigate the risk of fraudulent
transactions, Siddhartha Bank Ltd has enabled 2 Factor Authentication (2FA) for fund transfer through
I-Connect service.

What is 2FA?

2FA is an additional security provided to customer while using fund transfer through I-Connect. In 2FA
One Time Password (OTP) is generated through Google Authenticator which the customer has to
download from Play Store\Apple Store. This OTP is used to validate the transaction and is valid only for
30 seconds.

User guide for 2FA

Step 1: Visit any of Siddhartha Bank Limited branch and fill the form for Internet banking (i-connect).
Request for Fund transfer role and put a valid E-mail id in the form.

Step 2: On successful registration, the system will send the QR Code to the registered email address.
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Step 3: Customer should download the Google Authenticator Application from Play store/ iTunes
store and scan the QR code sent to their valid email address.

> Google play

SHOP MY MUSIC MY BOOKS MY MAGAZINES MY MOVIES & TV MY ANDROID APPS

Google Authenticator
Google Inc.

TOP DEVELOPER

. This app is compatible with all of

your devices. [+ Description B+ 9.2

X Tweet od

Step 4: On successful scan of QR code the Google Authenticator application generates the 6 digit code
which will change every 30 seconds.
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Step 6: The customer should input the 6 digit code generated from application into the OTC text field
of i-Connect Application while performing the Internal Fund Transfer.
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Step 7: On successful validation of code i-Connect Application will allow to complete the internal fund
transfer else Invalid OTC message will be popup.



